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ABSTRACT
Recently, a number of digital image forensic techniques have been
developed which are capable of identifying an image’s origin, tracing its processing history, and detecting image forgeries. Though
these techniques are capable of identifying standard image manipulations, they do not address the possibility that anti-forensic operations may be designed and used to hide evidence of image tampering. In this paper, we propose an anti-forensic operation capable of
removing blocking artifacts from a previously JPEG compressed image. Furthermore, we show that by using this operation along with
another anti-forensic operation which we recently proposed, we are
able to fool forensic methods designed to detect evidence of JPEG
compression in decoded images, determine an image’s origin, detect
double JPEG compression, and identify cut-and-paste image forgeries.

situation is to be prevented, it is necessary that researchers develop
and study anti-forensic operations so that vulnerabilities in existing
forensic techniques may be known. Furthermore, by studying antiforensic operations, researchers may be able to develop techniques
capable of detecting anti-forensic manipulation.
In a recent paper, we proposed an anti-forensic technique capable of removing forensically significant JPEG compression artifacts
from an image’s DCT coefficient histograms [9]. In this paper, we
introduce a simple technique designed to render JPEG blocking artifacts both visually and statistically undetectable without resulting in
forensically detectable changes to an image’s DCT coefficient histograms. Furthermore, we show how both of these techniques can
be used to fool forensic algorithms designed to detect evidence of
prior applications of JPEG compression within uncompressed images, determine an image’s origin, detect multiple applications of
JPEG compression, and identify cut and paste type image forgeries.

Index Terms— Anti-Forensics, Digital Forensics, JPEG Compression

2. BACKGROUND

1. INTRODUCTION
The widespread availability of software capable of creating visually
convincing digital image forgeries has resulted in an environment
where the authenticity of digital images can not be trusted. To combat this, a wide variety of digital image forensic techniques have
been developed to identify an image’s origin, trace its processing
history, and detect image forgeries without relying on extrinsically
embedded information such as metadata tags or watermarks.
Many of these digital forensic techniques rely on detecting artifacts left in an image by JPEG compression. Methods designed to
detect previous instances of JPEG compression in images saved using uncompressed or losslessly compressed file formats have been
developed [1], [2], as well as an algorithm capable estimating the
quantization table employed during compression [1]. Because most
digital cameras make use of proprietary quantization tables, an image’s compression history can be used to help identify the camera
used to capture it [3]. A second application of JPEG compression to
an image previously JPEG compressed can be detected [4], [5]. Furthermore, techniques have been proposed to identify cut-and-paste
image forgeries by detecting spatially localized discrepancies in an
image’s JPEG compression signature [6], [7].
Though these forensic techniques are quite adept at detecting
standard image manipulations, they do not account for the possibility that anti-forensic operations designed to hide traces of image
manipulation may be applied to an image. Recent work has shown
that such operations can be constructed to successfully fool existing image forensic techniques [8]. In light of this, it is possible that
image manipulators may be creating undetectable image forgeries
by using secretly developed anti-forensic countermeasures. If this
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When an image is subjected to JPEG compression, it is first segmented into 8 × 8 pixel blocks. The DCT of each block is computed
and the resulting set of DCT coefficients are quantized by dividing
each coefficient by its corresponding entry in a quantization table,
then rounding the result to the nearest integer. Finally, the set of
quantized coefficients are read into a single bitstream and losslessly
encoded. Decompression begins by decoding the bitstream of quantized DCT coefficients and reforming into a set of 8 × 8 pixel blocks.
Each DCT coefficient is then dequantized by multiplying it by its
corresponding entry in the quantization table. Finally, the inverse
DCT of each block is performed and the resulting pixel values are
projected into the set of allowable pixel values.
As a result of this process, two forensically significant artifacts
are left in an image by JPEG compression; DCT coefficient quantization artifacts and blocking artifacts. DCT coefficient quantization
artifacts correspond to the clustering of DCT coefficients around integer multiples of a particular quantization table entry that occur due
to the coupling of the quantization and dequantization operations.
This can be clearly seen when examining a histogram of an image’s
DCT coefficients as shown in Fig. 1. Blocking artifacts are the discontinuities which occur across 8×8 pixel block boundaries because
of JPEG’s lossy nature. Both of these artifacts are used by several
image forensic algorithms to trace an image’s compression history,
identify the device used to create the image, and identify composite
image forgeries.
In [9], we proposed an anti-forensic technique capable of removing DCT coefficient artifacts from a previously compressed image.
Our technique operates by adding noise, which we shall hereafter
refer to as anti-forensic dither, to each DCT coefficient so that the
distribution of anti-forensically modified DCT coefficients approximates the distribution of DCT coefficients before compression. The
anti-forensic dither distribution is conditionally dependent upon both
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If a previously JPEG compressed image is to be passed off as never
having undergone compression, JPEG blocking artifacts must be removed from the image after anti-forensic dither has been applied to
its DCT coefficients. Though a number of deblocking algorithms
have been proposed since the introduction of the JPEG compression standard, the majority of these are ill suited for anti-forensic
purposes. In order for an anti-forensic deblocking operation to be
successful, it must remove all visual and statistical traces of block
artifacts without resulting in forensically detectable changes to an
image’s DCT coefficient histograms. By contrast, existing deblocking algorithms are designed to only remove visible traces of blocking
artifacts, particularly in heavily compressed images, and do not give
consideration to the forensic detectability of compression artifacts in
their output images.
Experimentally, we have found that by lightly smoothing an image followed by adding low-power white Gaussian noise, we are
able to remove statistical traces of JPEG blocking artifacts without
causing the images DCT coefficient distribution to deviate from the
Laplace distribution. In light of this, we propose the following deblocking algorithm which is suitable for anti-forensic purposes. Let
xi,j denote the pixel at location (i, j) in the image to be deblocked.
We obtain each pixel value yi,j in the anti-forensically deblocked
image according to the equation
yi,j = meds (xi,j ) + ni,j

(1)

where meds (xi,j ) = median{xl,m |0 ≤  (s−l)
 ≤ s, 0 ≤
2
 (s−m)

≤
s}
and
n
is
a
zero
mean
Gaussian
random varii,j
2
able with variance σ 2 . The parameters s and σ 2 are user defined
and can be chosen in accordance with the quality factor of the JPEG
image to be deblocked. We use a median filter with a square window
of size s to perform smoothing because its edge preserving nature
tends to result in less visual distortion than simple linear filters.
To demonstrate the effectiveness of this anti-forensic deblocking operation as well as to illustrate its advantages over several existing deblocking algorithms, we have tested its ability to deceive
the forensic JPEG blocking artifact detector proposed in [1] along
with the deblocking algorithms recently proposed in [10] and [11].
This detector operates by obtaining a measure Z  of the pixel differences within a block along with a measure Z  of the pixel differences across block boundaries for each 8 × 8 pixel block within
an image. A measure of the blocking artifact strength is obtained
by calculating the difference between the histograms of Z  and Z 
values, denoted by HI and HII respectively, using the equation

|HI (Z  = n) − HII (Z  = n)|.
(2)
K=
n
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the value of the DCT coefficient to which it is added as well as an estimate of the DCT coefficient distribution before compression. This
estimate is obtained by using the Laplace distribution to parametrically model the distribution of DCT coefficients before compression, then using the set of quantized DCT coefficients to obtain a
maximum likelihood estimate of the Laplace distribution’s parameter. The bottom plot of Fig. 1 shows the histogram of JPEG compressed DCT coefficients after anti-forensic dither has been added to
them.
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Fig. 1. Histogram of DCT coefficients from an image before compression
(Top Left), after JPEG compression (Top Right), and after the addition antiforensic dither to the coefficients of the JPEG compressed image (Bottom).

grayscale, then JPEG compressing each image at quality factors of
90, 70, 50, 30, and 10. We then used this database to train the JPEG
blocking artifact detector, selecting a decision threshold corresponding to a 95.9% probability of detecting blocking artifacts with a false
detection rate of 0.0%. A testing database was created by applying
our anti-forensic DCT artifact removal algorithm to each compressed
image, then using the proposed deblocking operation along with the
algorithms proposed in [10] and [11] to remove JPEG blocking artifacts. Each image in the testing database was then tested for JPEG
blocking artifacts using the trained detector.
Table 1 shows JPEG blocking artifact detection results obtained
from our tests. These results clearly demonstrate that when the parameters s and σ 2 are chosen properly, our proposed algorithm is capable of removing statistical traces of blocking artifacts from images
previously JPEG compressed at quality factors of 30 and above. Furthermore, these results indicate that while the algorithms presented
in [10] and [11] are able to remove visual traces of blocking artifacts, they do not entirely remove all statistical traces and are not
appropriate for anti-forensic purposes.
We should note that while our proposed operation is capable
of removing statistical traces of blocking from images previously
compressed at low quality factors, significant visual distortion introduced by compression will not be removed. Fig. 2 shows a typical
image after compression using several different quality factors followed by the addition of anti-forensic dither and anti-forensic deblocking. The images previously compressed using quality factors
of 30 and 10 lower exhibit noticeable visual distortions, suggesting
they can not be convincingly passed off as never-compressed. By
contrast, the images previously compressed using quality factors of
70 and 90 contain no visual indicators that the image was previously
compressed or otherwise manipulated. In general, as an image is
subjected to greater amounts of compression, it becomes more difficult to convincingly disguise its compression history.
4. IMAGE TAMPERING THROUGH ANTI-FORENSICS

Values of K lying above a fixed detection threshold indicate the presence of blocking artifacts.
We created a training database by converting each of the 244 images in the Uncompressed Colour Image Database [12] from color to
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In this section, we show how anti-forensic dither and our proposed
anti-forensic deblocking operation can be used to deceive several
existing image forensic algorithms that rely on detecting JPEG compression artifacts.

Fig. 2. Results of the proposed anti-forensic deblocking algorithm applied to a typical image after it has been JPEG compressed using a quality factor of 90
(Far Left), 70 (Center Left), 30 (Center Right), and 10 (Far Right) followed by the addition of anti-forensic dither to its DCT coefficients.
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sion artifacts. The leftmost plot shows the histogram of (3,3) DCT
coefficients from an image that has been compressed once with a
quality factor of 85. The center plot shows the histogram of (3,3)
DCT coefficients from the same image after it has been doubly compressed, first with a quality factor of 75 then again with a quality
factor of 85. In this plot, we can clearly see the presence of double JPEG compression artifacts. The rightmost plot shows the (3,3)
DCT coefficient histogram from the image after it has been compressed once using a quality factor of 75, followed by the application of anti-forensic dither to the image’s DCT coefficients, then
compressed again with a quality factor of 85. In this histogram, no
double compression artifacts are present.

Table 1. Blocking artifact detection results.

4.1. Hiding Traces of Double JPEG Compression
Instead of hiding an initial application of JPEG compression, an image forger may wish to remove evidence of recompressing a previously JPEG compressed image. Such a scenario might arise if an
image forger wishes to alter a previously compressed image, then
save the altered image as a JPEG. This is not an unlikely scenario
since most digital cameras store captured images as JPEGs by default.
Several methods have been proposed to detect recompression of
JPEG compressed images, commonly known as double JPEG compression [4], [5]. These methods operate by identifying artifacts introduced into an image’s DCT coefficient histograms as a result of
quantizing the DCT coefficients twice using different quantization
step sizes. As was previously discussed, when an image undergoes
its initial application of JPEG compression, each set of DCT coefficients are clustered around integer multiples of the quantization
step size. If a different quantization step size is used for any DCT
subband during the second application of JPEG compression, an unequal number of quantized DCT coefficients will fall into each new
quantization interval. As a result, a periodic signal will appear to
modulate the DCT coefficient distributions of a doubly JPEG compressed image.
If our anti-forensic DCT artifact removal technique is properly
applied, an image forger can prevent double JPEG compression artifacts from occurring in a doubly compressed image, thus rendering
double JPEG compression undetectable through these means. To
do this, anti-forensic dither must be added to the DCT coefficients
of an image after the initial application of JPEG compression but
before the image is compressed a second time. By doing this, the
distribution of the anti-forensically modified DCT coefficients will
match their distribution before the first instance of compression was
applied, as was shown in [9]. Because of this, the DCT coefficient
distributions will match those of an image that has only been compressed once after the image has been compressed a second time.
Fig. 3 shows an example demonstrating our anti-forensic technique’s ability to prevent the occurance of double JPEG compres-
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4.2. Falsifying an Image’s Origin
In some scenarios, an image forger may wish to falsify the origin of
a digital image. Simply altering the metadata tags associated with
an image’s originating device is insufficient to accomplish this because several origin identifying features are intrinsically contained
within a digital image. If an image has been JPEG compressed,
one such feature is its quantization table. Because most digital cameras and image editing software use proprietary quantization tables
when performing JPEG compression, the quantization tables used to
JPEG compress an image can be used to help determine an image’s
originating device [3]. Additionally, if the quantization tables match
those used by image editing software, it suggests that the image may
have been modified.
We are able to falsify this aspect of an image’s origin by first
adding anti-forensic dither to an image’s DCT coefficients, then recompressing the image using quantization tables associated with another device. By modifying an image in this manner, we are able
to insert the quantization signature associated with a different camera into an image while preventing the occurrence of double JPEG
compression artifacts that may alert forensic investigators of such a
forgery.
To demonstrate this, we compiled a database consisting of 100
images from each of the following cameras: a Canon Powershot G7
(Cam 1), Sony Cybershot DSC-W80 (Cam 2), Sony Cybershot DSCV1 (Cam 3), Fuji Finepix E550 (Cam 4), and an Olympus Camedia
C5060 (Cam 5). Next, we applied anti-forensic dither to each image
in the database, then separately recompressed each anti-forensically
modified image using the quantization tables associated with each of
the other cameras. We then obtained an estimate Q̂i,j of the quantization tables used to compress each of the recompressed images
using the algorithm proposed in [1]. Each image was matched to a
(k)
camera by choosing the camera whose quantization table Qi,j resulted in the largest value of the similarity measure

(k)
sk =
1(Q̂i,j , Qi,j ),
(3)
i

j
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Fig. 3. Histogram of (3,3) DCT coefficients from an image JPEG compressed once using a quality factor of 85 (Left), the image after being double JPEG
compressed using a quality factor of 75 followed by 85 (Center), and the image after being JPEG compressed using a quality factor of 75, followed by the
application of anti-forensic dither, then recompressed using a quality factor of 85 (Right).
Falsified
Origin
Cam 1
Cam 2
Cam 3
Cam 4
Cam 5

Cam 1
100.0%
100.0%
100.0%
100.0%

True Image Origin
Cam 2
Cam 3
Cam 4
100.0% 100.0% 100.0%
99.0%
100.0%
100.0%
100.0%
100.0% 100.0%
100.0% 100.0% 100.0%

Cam 5
100.0%
100.0%
100.0%
100.0%
-

Table 2. Camera origin forgery classification results.

artifacts in images previously compressed using a quality factor of 30
or higher. Using this operation along with the anti-forensic operation
that we proposed in [9], we have shown that it is possible to represent
a previously JPEG compressed image as never-compressed, hide evidence of double JPEG compression, and falsify an image’s origin.
Furthermore, these results suggest that our proposed anti-forensic
operations can be used to create cut-and-paste image forgeries capable of avoiding detection by several forensic techniques that make
use of JPEG compression artifacts.
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